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Abstract: We found the linear complexity of quaternary sequences of period over the ring. The sequences are based on Whiteman's
generalized cyclotomic classes of order four. Also we derived the maximum nontrivial autocorrelation magnitude of the constructed
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1. Introduction

The linear complexity of a sequence is an important characteristic
of its quality. It is defined to be the length of the shortest linear
feedback shift register that can generate the sequence. Sequences
with high linear complexity and good autocorrelation properties
are the useful tools in cryptography and other practical
applications (see [2], [10], [12]).

The sequences of period pq (here p and q are distinct odd
primes), constructed on Whiteman's generalized cyclotomic
classes have been the subject of the research in series of works,
take for example binary sequences ( [13], [11], [8] and references
therein) or m-phase over simple Galois field ([4]). A general
approach to construction and determination of the linear
complexity of sequences based on cosets was proposed in [3];
here the linear complexity also was derived over the finite field.
As noted in [7], an alternative approach is to adopt the algorithm
described by Reeds and Sloane [11], which performs a similar
task to the Berlekamp-Massey algorithm but operates directly

with the integers modulo m, i.e. over the finite ring Z, . In this
paper, we explore the linear complexity over the ring Z, and

periodic autocorrelation function of the quaternary sequences
based on Whiteman's generalized cyclotomic classes of order
four.

Let p and g be distinct odd primes and N = pg. Suppose
ged(p-1,g-1)=4 and R=(p-1)(q-1)/4. By Chinese
reminder theorem there exists a common primitive root ¢ of
both p and . The multiplicative order of g modulo N is

equal R.
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We define Whiteman's generalized cyclotomic classes analogous
to [17]:

Hj ={g|yj :1=0,...,R-1}, j=0123,

where y:y=g(mod p), y =1(mod q). Define
P={p2p,....(a-1)p} and Q ={q,2q,...,(p—1)q}. Then
we get

* 3 3
Let Qy = Q U{0}. Define a quaternary sequence as follows:

k, if jmodN e Hy,
uj =41, if jmodN eP, 1)
3, if jmod N e Q.

Such sequences are also called coset sequences [3] or index
sequences [6]. Our purpose is to examine the linear complexity
and autocorrelation function of {uj}. Unlike above mentioned

studies ([4], [3]), we consider the linear complexity of sequence
over the ring Z4 , not over the finite field.

2. Linear Complexity

A polynomial C(x)=1+cx+...+¢, X", C(X)eZ,[X] is called
an associated connection polynomial of periodic sequence {u;}
C:CyynsCpy satisfy
u =—Cu,, —CuU_,—...—C.U, ., vt=m. The linear complexity
of periodic sequence {u,} over Z, is equal to

L =min{degC(x)|C(x) is an associated connection polynomial
of{u;}}.

Also, we can define L as the degree of the minimal polynomial.
It shown in [16] that C(x) is an associated connection

over Z,, if coefficients
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polynomial of {u;} ifand only if

U (x)C(x)=0(mod(x" ~1)), 2
where U(X) = Uy +UX+...+Uy X",

Let r be the order of 2 modulo pq, and let R =GF(2*",2?) be

a Galois ring of characteristic 4. The maximal ideal of the ring
R is 2R [15]. The group of invertible elements R*=R\2R of

the ring R contains the cyclic subgroup of order 2" -1 [15].
Hence, there exists an element « of order pg in R™. Then,

l+a+a® +...+a™* =0 and
1+ +a® +..+aPP1=0, 1+a® +a®” +...+a9VP =0.

From the last equalities we can easily deduce the following well-
known (see [9] or [4]) assertions:

Lemma 1.1[4]

(i) If aeZ, , then stz?\‘aja =1 and stpaja = stpaja =-1,
(i) If aeP, then ZJEHkaja =—(p-1)/4 and 3 " =-1,
(i) If a€Q, then ziera“ =—(q-1)/4 and > o"=-1.
Here we introduce auxiliary
sj(x):zfeHjxf, j=0123 and T, =) .
Then T,(x) =S,(x)+S,,,(x) for 1 =0,1. By Lemma 1 we have

polynomials
X", 1=0,1.

| YHI2

So(@)+35,(2) +8,(a) +5;(2) =1, To(@) +Ty(@) =1 ©)

Put, by definition S(x):zs;:ojsj(x). Then, by Lemma 1 we
have U(a®)=S(a®)+1,if acZ,,.
The next assertion is similar to Lemma 6 from [4] for the simple

field.

Lemma 2.2

D) Si(@)=S.(a), Iif
Indices are counted modulo 4.

(ii) S(¢*)=S(a)—k,if acH,, k=0,1,2,3.

Proof. (i) If aeH,, then aH, =y*H,, i, aH, =H .4 mo0s-

aeH,, j=01,23k=0123.

This proves the first assertion.

(i) By definition S(a?)= ijojsj (@),
S(a?) = ijo iS.(a). Hence, S(a*)=S(a) —sz,:os ().
Now applying equality (3), we conclude the proof of Lemma 2.
So, if S(a)¢Z, then |[{v|U(a')=0and veZ }|~0, and
[{v|U(a')=0 and veZ }=(p-1)(q-1)/4 for
S(a)eZ/AZ.

Further, here we have the natural epimorphism of the rings R
and R=R/2R. Let b denote the image of the element beR
under this epimorphism.

therefore

As we already mentioned in the introduction, the linear
complexity of these sequences over the simple field was

examined in [4]. Since under the epimorphism we have the
sequence over the field GF(2), and by [4] we obtain

S(a)=T,(a)eZ, if and only if 2eH, UH,. In [8] it was
shown that 2e H, U H, ifand only if p=g=5(mod8).

Suppose D, =H, UH,,,, =0,1. The following statement is a

generalization of Theorem 1 from [5].

Lemma 3.3 Let p=g=5(mod8) . Then

(T (@)’ =(0, 0),To(e) +(0,1), T, (),
where (0,0), =[(D, +1)nD,| and (0,1), =|(D, +1) D, | are
generalized cyclotomic numbers of order 2.

Proof. By the definition of auxiliary polynomial we have
(Ty (@) =zwu o™ or, to put it another way,
ueby

(Dy(@)* = D "™, (4)
uteny

As it is shown in [8], if p=g=5(mod8) then -1eD,. By

definition D, contains (g—1)/2-1 elements t such that

t+1=0(mod p) and t=-1. For every t

Zuvtg%a”(‘”) =—(p-1)/2. Continuing this line of reasoning for

by Lemma 1

q, we get

u,leDO,(Hl)g qu

(p-D@-D) _,
) .

Thus, by (4) we have
(Ty(@))? =|(D, +1) "D, | Ty (@)+| (D, +1) "D, | -T,(c).

The assertion of Lemma 3 follows from the last equation.
Lemma 3 allows to determine T,(«), 1=0,1 in R.

Lemma 4.4 T (a)€Z,, 1 =0,1lif and only if 2 € D,.

Proof. If T,(a)eZ,, 1=0,1 then T,(a)eZ,, In this case, as we
already noted, 2e D, =H, UH,[8].

Conversely, let 2e D, , then p=q=>5(mod 8) [8]. Denote T ()
by z.By Lemma 3 and (3) we obtain z* =(0,0),z+(0,1),(1-z2)
or 7" -z-(0,0), +1=0. In the given case
0,0), =((p—2)(q—2)+3)/4, (0,1), =(0,0), -1 [17] and
p=5+8a, q=5+8b,a,beZ So, z2-z-2(a+b-1)=0, then
ze{0,1}, if a+b=1(mod 2) or ze{2,3} for a+b=0(mod 2) .

Now, we generalize Lemma 3 by using Lemma 4.
Lemma 5.5 S(a)eZ,ifand only if 2e H,.

Proof. First, we note that
S(X) =T,(X) +2(S,(X) + S;(x))- )

Let S(a)eZ,. Then 2e H, UH, and by Lemma 4T, (a) €Z,,
consequently 2(S,(a)+S,(a))€2Z, .

Suppose 2€H,.
S, (a%)+S,(a?) = Sy () + S, () . Hence, by (3) we obtain in R:

In this case by Lemma 1 we have

S,(@)+S,(@) =S,(a)+S,(a)+1.
Thus, S, (a)+S,() ¢7Z,, we get a contradiction.
Let 2eH,. Then by Lemma 4T, (a)€Z, and by Lemma 1
S, (r) +S,(a) €Z, . Then, by (5) we obtain S(c) €Z, .
Remark. Employing the procedure proposed in [5] and
generalized for Whiteman's cyclotomic classes in [8], and using

cyclotomic numbers of order four, we can derive the equations
for $,(2),j=0,1,23 and prove Lemma 5 by direct

computation.
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By the ~choice of « we have an expansion
(x" -1/ (x-1) =] [ (x~a') then pg=]]""(1-a') . So,
j,1=0,...,pq-1,j=#1. Therefore, if
a',jed are the roots of the polynomial then this polynomial is
divisible in R by JT _ (x-a').

Theorem 1.6 Let the sequence {u,} be defined by (1). Then

(1) L=pg—-q+1if p=q=5(mod8) and 2¢H,,

(2) L=pg—(p+3)(q-1)/4 if p=g=5(mod8) and 2eH,,
(3) L=pg—p—-qg+2 if p=1(mod8) and g=5(mod8),

(4) L=pq if p=5(mod8) and q=1(mod8),

Proof. By definition of sequences {u;} and by Lemma 1, in Z,
we have U()=3, U(a")=(p-1)/2, if beP and
U(@")=(q-1)/2+2,if beQ.

Let p=q=5(mod8) and 2¢H,. Then by Lemma 2 and
Lemma 5U(a%)#0, if ceZ,, uPU{0} and U(a")=0, if
beQ.
Suppose

a'—a' eR” when

Q(x) :HJGQ(x—ai) and choose

C(x) =(x™~1)/Q(x) . Then all the roots of x™ —1 are the roots
of U(X)C(X) . Hence, by (2) C(x) is an associated connection
polynomial of {u;} and L<pg—p+1.If L=pg—p+1, then
there exists another associated connection polynomial C,(x) of
sequence {u;} with degree less than
C,(a")S(a")=0 for v=0,1,...,pq-1. Since U(a®)=0, if
ceZ, wPuU{0}, then we obtain that 2C,(a")=0 for

pg—p+1. Hence,

veZ, uPuU{0} and 2C (x)=0 by definition of an associated
2C,(x) s
ngz*punu{O}(x_“j)' which contradicts to the fact that the

connection  polynomial.  Thus, divisible by

degree of 2C,(x) is less than pgq—p+1. Therefore,
L= pg—p+1. This completes the proof of the first statement of

the Theorem 1.
Let p=qg=5(mod8) and 2eH,. Then by Lemma 2 and

Lemma 5 there exist k: 0<k<3 and U(a’)=0, if be H, uQ
and U(a")#0, if ce(Z,,\H)uPU{0}. Here choose
C(X)=(x™ -1)/ (Q(X)H(x)), where H(x):Hjer(x—aJ). If
2eH, then H(x)eZ,[x]. Continuing the line of argument as in
the first case we obtain L= pg—(p+3)(q-1)/4.

The rest two statements of Theorem 1 we prove in the same way.
Theorem 1 shows that the sequences {u;} defined by (1) have

high linear complexity over the ring v € Z, . Changing the values
of {u;} when jePuwQ, does not substantially influence the

process and the result of the analysis.

3. Autocorrelation
The autocorrelation of an N -periodic sequence {u;} over Z, is
the complex-valued function defined by R(w)= z:;; i

where i=+-1 is an imaginary unit. The autocorrelation
measures the amount of similarity between the sequence {u;}

and a shift of {u;} by w npositions. Here we derive the

autocorrelation function by well-known procedure, which is

based on cyclotomic numbers (see for example [2]).
Consider the complex sequence constructed from sequence of u;

, i.e., wherein aj:iuj. Then, the periodic autocorrelation
function at shift w of {u;} is given by

R(w) = h_‘ia W (6)

where a; is the complex conjugate of a; .

Let the difference function be defined as
d,(C,B)=|Cn(B+w)|, where B+w
{w+b:beB} and "+" denotes addition modulo N .

Let c; and bj be the characteristic sequences of C and B,

denotes the set

respectively, i.e.,
_[1, if jmodN eC, b = 1, if jmodN eB,
1700,  otherwise. 1700,  otherwise.

Then,

N-1
dcb,,, =d,(C,B). 0
j=0

Hence, by (6) and (7), we can deduce the autocorrelation
function from the difference functions d,(H,,H,).d,(H;.H,)

and so on.
To derive difference functions we will need cyclotomic numbers.

Recall that the cyclotomic numbers of order 4 in this case are
defined as [17] (i, j) =[(H; +1)nH, | forall i,j=0,1,2,3.

Lemma 6.7 If weH,,k=0,1,23, then
d,(H;,H)=(k~I,j-I) forall j,1=0123.

[H; A (H, +W) |5lw*H; n(w'H, +1)| and
then d,(H;,H)=(-k,j—k). By [17]
(m,n) =(—=m,n—m), and Lemma 6 is proved.

Lemma 7.8If weH, ,k=0,1,2,3, and j=0,1,2,3, then

1)

Proof.  Since
w'H, =H

(1-k)mod 4 1

(q-5)/4, if j=k and p=qg=5(mod 8)
d,(P,H;)= or j=k+2(mod4) and p=q+4(mod 8),
(g-1)/4, otherwise.
2)
-5)/4, if j=k,
4, (H, Py={ 0 o I
(q-1)/4, otherwise.

3) d,(Q.H;)=d,(H;,Q)=(a-1)/4.

4) d,(Q,P)=d,(P,Q)=1.

Proof. Note that —1e H, for p=g=5(mod8) and -1eH, for
p=q+4(mod8) (see [8], Lemma 3.3). Then —-weH, if
p=q=5(mod8) and -weH,, if p=qg+4(mod8).
Therefore, Oe(H;+w), if k=] and p=q=5(mod8) or
j=k+2(mod4) and p=q+4(mod8).
Now, if ueH, and weH,, then

u=g*yl,w=g°y*,0<ab<R-1. Hence, we have
b+k

u+w=g*! +g"* (mod p). Consequently, u+w=0(mod p) if

This journal is © Advanced Technology & Science 2013
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and only if a+j—-b-k=(p-1)/2(mod(p-1)). Whence
0<a<R-1, then the last congruence has (q—1)/4 solutions.
The case u+w=0 was investigated in the beginning of the
proof. The first assertion of Lemma 7 is proved. The proof of the
rest is similar.

The following Lemma was proved in [17].
Lemma 8.9[17] If we P UQ then

(p-1)(g-1)/16, if j=I,
d,(H;,H)=1(p-1(q-5)/16, if j=landweP,
(p-5)(g-5)/16, if j=landweQ.
Lemmas 9 and 10 are proved similar to Lemma 8.
Lemma 9.10If we P then
1) d,(P,H;)=d,(H;,P)=0 forall j=0,1,2,3,
2) d,(H;,Q)=d,(Q.H)=(p-1)/4,
3) d,(P.P)=0-2,
4) d,(Q,,P)=d,(P,Q,)=1.
Lemma 10.111f weQ then
1) d,(Q,H;)=d,(H;,Q)=0 forall j=0,1,2,3,
2) d,(H;,P)=d,(P,H;)=(q-1)/4,
3) d,(Q,Q)=p,
4) d,(Q,,P)=d,(P.Q))=0.

Now we will prove the main theorem of this section.
Theorem 2.121 et the sequence {u;} be defined by (1).

(i) if p=qg+4(mod8) then

pa, if w=0,
-1+2i, ifweH,,
R(W) = -1-2i, -ifWG H,,
-1, ifweH, UH,,
-p+q-3, ifweP,
p-q+1, ifweQ.
(ii) if p=q=5(mod8) then
pa, ifw=0,
-1, ifweH, UH,,
R(w) = -3, .IfWE H,,
1, if weH,,
-p+q-3, ifweP,
p—-q+1, ifweQ.

Proof. By (6) and (7) from (1) we have the following equations
for real (ReR(w)) and imaginary (ImR(w)) parts of the

autocorrelation function R(w):

ReR(w) =d, (H,.H,)+d,(H, wP,H, UP)+d,(H,.H,)
+d, (H; wQ,, H; wQy) —d, (Hy,H,)—d, (H,,H,) (8)
—-d,(H,uP,H,LQ,)-d, (H, uQ,,H, UP),

and

ImR(w) =d, (H, VP,H,)+d, (H, uQ,,H,)+d,(Hy,H; uQ,)
+d,(H,,H, uP)-d, (H,UP,H,)-d,(H; wQ,,H,) 9)
-d, (Hy,H, uP)-d, (H,,H, LuQ,)

We consider few cases.

1) Let we H,,k=0,1,2,3. By Lemma 7 in this variant we obtain

d, (H;,Q) +d, (Qy,H;) —d, (H,,Qy) —d,,(Q,, H,) =
0, d,(P,Q)+d,(Q,P)=2

and

dw(HllP)+dw(P’Hl)_dw(HSlP)_dw(PlHS):
0, if p=g+4(mod8)
ork=0,2 and p=q=>5(mod 8),
-2, ifk=1and p=q=5(mod 8),
2, ifk=3 and p=qg=5(mod 8).

Hence, by Lemma 6 we have from (8)

ReR(w) = (h,0) +(h-1,0) +(h—2,0) + (h—3,0) - (h, 2)
-(h-2,2)-(h-1,2)-(h-3,2)-2.

It is shown [17] that

S k0~ (k2)=1,

hence
-1, if p=gq+4(mod38)
ork=0,2 and p=q=>5(mod 8),
-3, ifk=1and p=q=5(mod 8),
1, if k=3 and p=q=>5(mod 8).
Similarly we obtain from (9) that the imaginary part of R(w) is

ReR(w) =

equal
ImR(w) = Zs‘,(k,l) —(k,3)+d, (P,H,)+d,,(Q,, H,) +d, (H,,Q;)
+dw(sz P)—dW(P, Hz)_dw(Qor Ho)_dw(Ho- P)_dw(szQo)-

Here the difference of cyclotomic numbers equals zero.

Therefore, by Lemma 7 we obtain the following: If
2, ifweH,,
p=q+4(mod8) then IMR(W)={-2, ifweH,, Cf

0, ifweH, UH,.
p=q=5(mod8) then ImR(w)=0.
2) Let we P . As above, by Lemmas 8, 9 and 10 we have

_a(P=D@-5) (p-D@-DY, 5 o
ReR(W)—4( 16 16 j+q 2-2=-p+q-3

and ImR(w) =0.

3) Let weQ . Here R(w)=p—q+1. Theorem 2 is proved.
Corollary. If g—p=4, then max,,,|R(W)|=3. Thus, the
autocorrelation properties of examined quaternary sequences are
the same as of quaternary sequences of period pq from [14] but

our sequences are significantly more well-balanced.

4.Conclusion

In this paper we showed that the quaternary sequences based on
Whiteman’s generalized cyclotomic classes of order four have
high linear complexity over Z4. We derived the periodic
autocorrelation function of these sequences. The examined
sequences have satisfactory autocorrelation properties if p and q
are close. Large linear complexity and small autocorrelation are
desirable features for sequences used in applications like
cryptology and other.
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